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Executive Summary

Since ChatGPT was launched in November 2022, Generative Al (Gen Al) has captivated the public
imagination. Just over a year later, millions of people are using OpenAl's chatbot and similar tools
for learning, entertainment, and work. Gen Al's significance in our economies and societies is
expected to continue to grow.

Much space has been devoted to analyzing and tackling the risks that Gen Al will bring. This is
not without reason — for all its promises, Gen Al could make the creation of problematic content
easier. We should prevent Gen Al from generating child exploitation material, detailed instructions
for mass shootings, and other abhorrent or dangerous content.

At the same time, there has been insufficient discussion around the intersection between freedom
of expression and controversial and “lawful but awful” content. While many of us may dislike
certain statements, limits on Gen Al restrict what we can say, and crucially, the information we
have access to. This can imply a high cost when using Gen Al to learn, work, create art, or have
fun.

This paper reviews the policies of six major chatbots — AI21 Labs Chat (AI21 Labs), Gemini (Google),
ChatGPT (OpenAl), Claude (Anthropic), Coral (Cohere), and Pi (Inflection) — and examines the type
of content they prohibit. It focuses on Gen Al models with web interfaces, referred to as “chatbots.”
The assumption is that most ordinary users will use Gen Al through these tools.

The paper’s analysis is based on the content of the terms of service and usage policies of the
selected chatbots. The policies were collected on January 8, 2024. The policies applying to the
chatbots were assessed from a freedom of expression perspective, using key international human
rights standards as a benchmark — Articles 19 and 20(2) of the International Covenant on Civil and
Political Rights. Article 19 protects the freedom to “seek, receive and impart information and ideas
of all kinds, regardless of frontiers” through any media and Article 20(2) prohibits specific types
of incitement to hatred. While these standards were not drafted with the complex issue of Gen Al
in mind, nor are they directly applicable to private companies, they are global, relatively robust,
and have been used by experts to conduct similar analyses in the case of digital companies. The
analysis focuses on policies on disinformation, misinformation, and hate speech, which all the
chatbots had.
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Key findings

The policies of the selected chatbots do not align with the benchmark international
human rights standards. First, the policies on disinformation, misinformation, and hate
speech are not sufficiently clear and specific. Regarding disinformation and
misinformation, freedom of expression experts encourage digital companies to clearly
define these terms and outline the potential harms that prohibited content may cause, like
public health risks. None of the Gen Al companies follow this guidance. Hate-speech
policies are excessively vague, too, as they do not provide sufficient information on the
specific categories of users that are protected from hatred (e.g., ethnicity, religion, gender),
the reasons justifying the prohibition (e.g., threatening the right to vote), and other criteria
the freedom of expression experts have proposed.

In addition, the policies are not proportionate and go significantly beyond the
legitimate interests that justify speech restrictions. These legitimate interests (e.g., the
respect of the rights or reputations of others) are outlined in the benchmark international
human rights standards and provide justifications for restricting freedom of expression,
subject to a proportionality test. Due to limited resources, this analysis focuses only on
hate-speech policies. Specifically, the paper finds that none of the companies precisely
define which categories of users are protected from hate speech (for instance, based on
race, nationality, or religion); rather, all of them use broad or open-ended restrictive
clauses. The analysis also considers the Rabat Plan of Action, a key global standard that
includes a six-part test providing guidance on how to balance between freedom of
expression and incitement to hatred. The paper concludes that one of the six elements in
the test — the extent of the dissemination of content — is likely less worrying in Gen Al than
in social media. The other elements do not so obviously change in a Gen Al context. And
yet, Gen Al providers' policies seem even more restrictive than social media’s, at least
regarding hate speech.

Finally, most chatbots seem to significantly restrict their content — refusing to generate
text for more than 40 percent of the prompts — and may be biased regarding specific
topics — as chatbots were generally willing to generate content supporting one side of the
argument but not the other. The paper explores this point using anecdotal evidence. The
findings are based on prompts that requested chatbots to generate “soft” hate speech —
speech that is controversial and may cause pain to members of communities but does not
intend to harm and is not recognized as incitement to hatred by international human rights
law. Specifically, the prompts asked for the main arguments used to defend certain
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controversial statements (e.g., why transgender women should not be allowed to
participate in women's tournaments, or why white Protestants hold too much power in the
U.S.) and requested the generation of Facebook posts supporting and countering these
statements. The paper recognizes that policies other than those prohibiting hate speech
may play a role in blocking content generation.

Admittedly, the paper’s findings have limitations. Gen Al moves at breakneck speed, and the
landscape may look very different one year from now. The paper concentrates on a subset of
providers and uses anecdotal evidence for the prompt analysis. Despite these constraints, we
believe it is essential to highlight the notable restrictions on freedom of expression that appear
widespread within this technology. Gen Al content policies and the way Gen Al appears to operate
limit what we can say as well as our freedom to seek and receive information and ideas. This issue
is of considerable importance for our democracies in the context of expanding Gen Al usage, and
more research and discussion are indispensable.
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1. Introduction

The launch of ChatGPT in November 2022 revolutionized the use and public perception of Artificial
Intelligence (Al). In plain language, Al is “the ability of a digital computer or computer-controlled
robot to perform tasks commonly associated with intelligent beings.”’ Generative Al (Gen Al) is a
type of Al that emulates “the structure and characteristics of input data [like text, images, or audio]
in order to generate derived synthetic content [including text, images, and audio].”? Chatbots like
ChatGPT are the most prominent examples of Gen Al applications in everyday life.

Gen Al can empower freedom of expression as never before, supercharging the already
exponential growth to impart and access information and ideas launched by the internet. For the
first time in history, convincing human-sounding content can be generated algorithmically. A
scribe needed to put a pen to papyrus, the printing press relied on the proper ordering of
moveable type, and the radio conveyed whatever sounds humans broadcasted. Even social media
platforms depend on user-generated content. Gen Al is much more autonomous, guided by its
initial programming and human-set parameters.

It is no surprise that Gen Al is already widely used — by September 2023, 45 percent of the US
population was using Gen AL3 About one-third of users were employing Gen Al to learn about
topics that interested them, and 38 percent for “fun/messing around.” By October 2023, a
majority of students (56 percent) were using Al tools to complete exams or assignments.> And the
importance of Gen Al is growing. The World Bank expects the Gen Al market to increase from 1.5

1 B. J. Copeland, “Artificial Intelligence (Al),” in Britannica, December 14, 2023,
https://www.britannica.com/technology/artificial-intelligence. More technically, the White House has defined Al as “a
machine-based system that can, for a given set of human-defined objectives, make predictions, recommendations, or
decisions influencing real or virtual environments.” The White House, “Executive Order on the Safe, Secure, and
Trustworthy Development and Use of Atrtificial Intelligence,” October 30, 2023, https://www.whitehouse.gov/briefing-
room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-
of-artificial-intelligence/.

2 The White House, “Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial
Intelligence.”

3 "Top Generative Al Statistics for 2023," Salesforce, September 1, 2023,
https://www.salesforce.com/news/stories/generative-ai-statistics/.

4 "Top Generative Al Statistics for 2023."

> Jane Nam, "56% of College Students Have Used Al on Assignments or Exams | BestColleges,” BestColleges,
November 22, 2023, https://www.bestcolleges.com/research/most-college-students-have-used-ai-survey/.
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billion dollars in 2021 to 6.5 billion dollars by 2026 — a compound annual growth rate of 34.9
percent.®

However, as with all new revolutionary breakthroughs, Gen Al comes with not only promises but
also risks. Gen Al could further disrupt the authority of political, academic, cultural, and media
institutions already reeling from the disruptive effects of social media. Freedom House recently
warned that Gen Al “threatens to supercharge online disinformation campaigns.”” In May 2023, at
least 16 countries were using Gen Al to “sow doubt, smear opponents, or influence, debate,” out
of at least 47 countries engaged in manipulating online discussions in their favor.® Mainstream
media is also suffering a significant shock — in December 2023, the New York Times sued OpenAl
and Microsoft, claiming “that millions of articles published [...] were used to train automated
chatbots that now compete with the news outlet as a source of reliable information.” We can also
expect substantial systemic shocks on the job market —around 300 million jobs could be impacted
worldwide'™ — and potentially even humanity's existence.™

Some experts have expressed particular concerns regarding open-source models — those for
which the code and underlying architecture are accessible to the public’® - claiming they have
fewer safeguards and enable bad-faith actors to use powerful Gen Al models for nefarious

6 World Bank, “Generative Atrtificial Intelligence. Emerging Technologies Curation Series. No. 5" (Washington, DC:
World Bank, July 7, 2023), https://openknowledge.worldbank.org/handle/10986/39959.

7 Allie Funk, Adrian Shahbaz, and Kian Vesteinsson, “Freedom on the Net - The Repressive Power of Artificial
Intelligence,” 2023, https://freedomhouse.org/report/freedom-net/2023/repressive-power-artificial-intelligence.

8 Funk, Shahbaz, and Vesteinsson.

% Michael M. Grynbaum and Ryan Mac, “New York Times Sues OpenAl and Microsoft Over Use of Copyrighted Work,”
The New York Times, December 27, 2023, https://www.nytimes.com/2023/12/27/business/media/new-york-times-
open-ai-microsoft-lawsuit.html.

10 Sophie Kiderlin, “Goldman Sachs Says Generative AL Could Impact 300 Million Jobs — Here's Which Ones,” CNBC,
March 28, 2023, https://www.cnbc.com/2023/03/28/ai-automation-could-impact-300-million-jobs-heres-which-
ones.html.

" For more information on the key risks of Gen Al see: Will D. Heaven, “These Six Questions Will Dictate the Future of
Generative AL, MIT Technology Review, December 19, 2023,
https://www.technologyreview.com/2023/12/19/1084505/generative-ai-artificial-intelligence-bias-jobs-copyright-
misinformation/.

12IBM Data and Al Team, “Open Source Large Language Models: Benefits, Risks and Types," IBM Blog (blog),
September 27, 2023, https://www.ibm.com/blog/open-source-large-language-models-benefits-risks-and-types/.
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purposes.’®> However, the debate between open-source and proprietary models™ is far from
settled since other experts warn about the limited evidence concerning the risk posed by open-
source models.” The latter experts have also pointed out that open-source models provide
significant benefits like combatting market concentration, catalyzing innovation, and improving
transparency.'®

Gen Al harms (actual, potential, and imagined) have led to regulatory efforts across the globe. In
the EU, the European Parliament and the EU Council reached a deal on a bill “to ensure Al in
Europe is safe” and “respects fundamental rights and democracy.”” The bill adopts a tiered
approach, banning AI systems considered particularly threatening to citizens' rights and
democracy and imposing different obligations on Al systems depending on the risk they imply.'®
In the United States, the White House issued an Executive Order on Safe, Secure, and Trustworthy
Al in October 2023. This document is a multi-pronged effort that aims to make Al safer — including
by protecting citizens against the risks of Al-engineered dangerous biological materials and
deceptive materials — safeguard privacy, advance equity and civil rights, and support workers,
among other objectives.’” The United Kingdom also organized, in November 2023, an Al Safety
Summit during which delegates from across the world discussed the policy implications of major

13 David Evan Harris, "How to Regulate Unsecured ‘Open-Source’ Al: No Exemptions,” Tech Policy Press, December 4,
2023, https://techpolicy.press/how-to-regulate-unsecured-opensource-ai-no-exemptions.

4 We note that there is a spectrum between fully open source and proprietary models. Models like Google
DeepMind’s Flamingo are “only available to the model developer;” others, such as OpenAl's GPT-4, are "available to
the public but only as a black box;” and others, like Meta's Llama 2, are “widely available model weights enabling
downstream modification and scrutiny.” Rishi Bommasani et al., “Issue Brief - Considerations for Governing Open
Foundation Models” (Stanford University - HAL December 13, 2023), https://hai.stanford.edu/issue-brief-
considerations-governing-open-foundation-models. The use of the term open source is also not without controversy.
For example, the White House's Executive Order on Al refers to "Models with Widely Available Model Weights.” See
The White House, "Executive Order on the Safe, Secure, and Trustworthy Development and Use of Atrtificial
Intelligence.”

> Bommasani et al., “Issue Brief - Considerations for Governing Open Foundation Models.”

6 Bommasani et al.

7 European Parliament, “Artificial Intelligence Act: Deal on Comprehensive Rules for Trustworthy AL" September 12,
2023, https://www.europarl.europa.eu/news/en/press-room/20231206IPR15699/artificial-intelligence-act-deal-on-
comprehensive-rules-for-trustworthy-ai.

'8 European Parliament.

19 The White House, "Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial
Intelligence.”
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advances in machine learning and Al with the objective of reducing the risks and securing greater
benefits from this technology.?

Likely influenced by the "techlash” that followed events such as the 2016 U.S. presidential election,
the Rohingya genocide, and the 2021 U.S. Capitol and 2023 Brazilian Congress attacks, providers
of Gen Al services (Gen Al providers), like OpenAl, Google, or Anthropic, have been quick to adopt
strict content-moderation policies. Al providers’ usage policies suggest that chatbots aim to stay
away from adopting controversial positions. Admittedly, Al providers are not always successful at
this, as several instances of problematic-content generation, including even child sexual material,
show.?' However, most providers seem to aim for "sanitized” models. What is more, limitations
may be increasing. Notably, in December 2023, Google announced that it will limit “the types of
election-related queries its chatbot Bard [now Gemini] and search generative experience can
return responses for, in the run-up to 2024 U.S. Presidential election.”??

It is undeniable that we need safeguards in Gen Al — no one wants chatbots empowering users to
create biohazards, weapons, or malware. At the same time, we want these limits to be compatible
with other societal values, including our fundamental right to freedom of expression and access
to information.

This paper shows that six major chatbots in the market have vague and broad restrictions in their
usage policies and substantially filter their content, excessively limiting freedom of expression.
The paper focuses on the use of Gen Al by ordinary users and, hence, centers on chatbots freely
available on companies’ websites. While the paper does not yet conduct an in-depth review of
freedom of expression in Gen Al it does flag for future research what we consider may be a
significant problem for our democracies as we increasingly use Gen Al

This paper’s findings are based on the early stages of a rapidly evolving ecosystem of Gen Al
systems that may look very different three, six, or 12 months from now, but the fact that these
systems seem to err on the side of restricting rather than permitting "controversial” content should

20 Mariano-Florentino (Tino) Cuéllar, “The UK Al Safety Summit Opened a New Chapter in Al Diplomacy,” Carnegie
Endowment for International Peace, accessed February 6, 2024, https://carnegieendowment.org/2023/11/09/uk-ai-
safety-summit-opened-new-chapter-in-ai-diplomacy-pub-90968.

21 Guy Hedgecoe, "Al-Generated Naked Child Images Shock Spanish Town of Almendralejo,” BBC, September 23,
2023, https://www.bbc.com/news/world-europe-66877718.

22 Arsheeya Bajwa, "Alphabet to Limit Election Queries Bard and Al-Based Search Can Answer | Reuters,” Reuters,
December 19, 2023, https://www.reuters.com/technology/alphabet-limit-election-queries-bard-ai-based-search-can-
answer-2023-12-19/?te=1&nl=dealbook&emc=edit_dk_20231220.
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prompt serious debate about where and how the lines are being drawn. Moreover, there is an
urgent need for developers, researchers, civil society organizations, and policymakers to consider
non-restrictive measures to combat the inevitable content-based harms and costs of Gen Al such
as disinformation, extremism, and hate speech.

2. Motivation and Hypotheses

Gen Al's spectacular rise in popularity and its uncanny ability to generate content suggest that
accessing information and expressing ideas should be easier than ever before and that we should
be entering a golden era of freedom of expression. Paradoxically, this seems to be far from the
reality.

The social media sector can teach us some lessons in this regard. Our 2023 report ‘Scope Creep:
An Assessment of 8 Social Media Platforms’ Hate Speech Policies’ provided evidence that social
media companies went from being the “free speech wing of the free speech party” — or at least
being permissive with controversial speech — to restricting an extensive range of content and
aiming for sanitized platforms. Crucially, we warned that this scope creep goes far beyond the
guidelines of Articles 19 and 20(2) of the International Covenant on Civil and Political Rights
(ICCPR), the two key global standards regarding freedom of expression and incitement to hatred.

Gen Al providers seem to have opted for a sanitized model straight away, ignoring or minimizing
freedom of expression considerations. In fact, these companies have even more restrictive usage
policies than social media platforms, even though — unlike social media posts — the output of
chatbots is not automatically disseminated to the public, but requires users to introduce specific
requests. By severely limiting the outputs that chatbots can provide, Gen Al companies are limiting
the information and the number of perspectives we can access through this new revolutionary
communications technology. As a result, Gen Al companies may seriously affect the practical
exercise of users’ freedom of expression, which includes our right to seek and receive information
and ideas of all kinds,?* even those that may be regarded as deeply offensive.?

Freedom of expression is not an absolute right. Hence, it can be restricted to protect legitimate
interests. For instance, Gen Al must prevent chatbots from generating bomb-making manuals or

23 Josh Halliday, “Twitter's Tony Wang: ‘We Are the Free Speech Wing of the Free Speech Party,” The Guardian, March
22, 2012, sec. Media, https://www.theguardian.com/media/2012/mar/22/twitter-tony-wang-free-speech.

24 Article 19 of the ICCPR.

25 GC 34, para. 11.

10
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strategies to carry out school shootings. Any restrictions, however, should be narrow and well-
defined to protect our ability to express ourselves, seek information, effectively search for the
truth, and protect our democracies.

Companies are typically not bound by constitutional or human rights provisions that guarantee
freedom of expression — in fact, they have their own freedom of expression to determine the
content they provide, and we recognize that they also have business considerations to take into
account. This means that Gen Al developers are under no legal obligation to uphold content
policies that respect International Human Rights Law standards or to filter input and output
deemed “lawful but awful.”

Still, while not legally binding on Gen Al providers, International Human Rights Law, particularly
Articles 19 and 20(2) of the ICCPR, offers potentially valuable guidelines regarding this
fundamental right's scope and limits. Companies should consider them carefully when balancing
freedom of expression against other interests.

The UN Guiding Principles on Business and Human Rights declare that “[t]he responsibility to
respect human rights is a global standard of expected conduct for all business enterprises
wherever they operate.”?® The Guiding Principles refer chiefly to the International Bill of Human
Rights, which consists of a number of core human rights instruments, including the ICCPR, the
most directly relevant human rights convention when it comes to freedom of expression, ratified
by 173 countries of the United Nations. In its ‘Interim Report: Governing Al for Humanity' issued
in December 2023, the UN Secretary-General's Al Advisory Body identified the anchoring in
International Human Rights Law as a guiding principle for Al governance.?’

Two of the six companies we focused on — Google and Anthropic — have expressed the importance
of human rights in their businesses. Google has indicated its commitment “to respecting the rights
enshrined in the Universal Declaration of Human Rights and its implementing treaties, as well as
upholding the standards established in the United Nations Guiding Principles on Business and
Human Rights (UNGPs) and in the Global Network Initiative Principles (GNI Principles).”?

26 United Nations, "Guiding Principles on Business and Human Rights: Implementing the United Nations ‘Protect,
Respect and Remedy’ Framework,” 2011, https://www.ohchr.org/en/publications/reference-publications/guiding-
principles-business-and-human-rights.

27 United Nations, “Interim Report: Governing Al for Humanity,” United Nations (United Nations), accessed February 6,
2024, https://www.un.org/en/ai-advisory-body.

28 Google, "Human Rights,” accessed February 6, 2024, https://about.google/intl/ALL_us/human-rights/.

11
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Anthropic has relied on the UN Declaration of Human Rights, including its protection to freedom
of expression, to create its “constitution,” a document guiding its model to adhere to a set of
principles.® We have not identified equivalent or similar references by the other companies
analyzed — AI21 Labs, Cohere, Inflection, and OpenAl

The Special Rapporteur on Freedom of Opinion and Expression (SRFOE) has referred to social
media companies’ responsibility to protect freedom of expression in several reports.3 We
recognize that no such specific references exist for Gen Al providers yet and that there are
differences between Gen Al and social media, which may make the application of current
international human rights law standards (even more) challenging. These differences include the
fact that Gen Al does not imply the dissemination of content to the public and the sometimes
limited involvement of the user in the generation of content. At the same time, we consider
freedom of expression crucially important in the context of Gen Al, especially regarding the right
to seek and receive information, in this case, Gen Al's generated text.

Arguably, the responsibility to protect freedom of expression is even more important in industries
like social media and Gen Al, with a limited number of companies. While we identified no reliable
market shares regarding Gen Al chatbots,*’ it is safe to assume that the market is significantly
concentrated. Experts have also warned that at least with the current approach to Gen Al, which
aims to build ever larger systems, Big Tech is an indispensable partner, as it holds the computing
infrastructure necessary to train the systems and the distribution networks to reach consumers.
The vast majority of startups, new entrants, and even Al research labs depend on firms like
Microsoft (e.g., OpenAl), Amazon (e.g., Stability Al), and Google (e.g., Anthropic).*3

2% Anthropic, “Claude’s Constitution,” May 9, 2023, https://www.anthropic.com/news/claudes-constitution.

30 See, for instance, Special Rapporteur on the promotion and protection of the right to freedom of opinion and
expression, “A/74/486: Report on Online Hate Speech” (United Nations, October 9, 2019),
https://www.ohchr.org/en/documents/thematic-reports/a74486-report-online-hate-speech.

31 There is limited information on relevant metrics like the number of users. In November 2023, OpenAl announced
ChatGPT had 100 million weekly active users. Aisha Malik, “OpenAl's ChatGPT Now Has 100 Million Weekly Active
Users,” TechCrunch, November 6, 2023, https://techcrunch.com/2023/11/06/openais-chatgpt-now-has-100-million-
weekly-active-users/. Other companies do not seem to provide the number of users for the chatbots

32 Amba Kak, Sarah Myers West, and Meredith Whittaker, “Make No Mistake—AI Is Owned by Big Tech,” MIT
Technology Review, December 5, 2023, https://www.technologyreview.com/2023/12/05/1084393/make-no-mistake-
ai-is-owned-by-big-tech/.

33 See Madhumita Murgia, “Big Tech Companies Use Cloud Computing Arms to Pursue Alliances with Al Groups,” Ars
Technica, June 2, 2023, https://arstechnica.com/tech-policy/2023/02/big-tech-companies-use-cloud-computing-
arms-to-pursue-alliances-with-ai-groups/ and Kak, Myers West, and Whittaker, "Make No Mistake—AI Is Owned by
Big Tech.”

12
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Since all major chatbots freely available to the public through the web — including OpenAls,
Google’s, Anthropic’s, Inflection’s, Al 21Labs’, and Cohere’'s — have speech-restrictive policies,
ordinary users have limited alternatives. This means private companies determine the limits of
freedom of expression and access to information in Gen Al based on vague and broad policies on
which users have little insight or influence. Perhaps even more worrying, unclear and vague
policies can make companies more vulnerable to “informal government efforts to persuade,
cajole, or strong-arm [them] to change their content-moderation practices”** also known as
“jawboning,” as they cannot point to clear and robust guidance on what content can and cannot
be delivered to users. Jawboning is currently the object of intense debate in the U.S., with the
Supreme Court considering when government efforts to pressure platforms to take down speech
infringe on the First Amendment.?

Given the importance of freedom of expression in Gen Al the promise of this technology, and the
market concentration in this industry,® we have decided to assess the policies of the main Gen Al
chatbots freely accessible to users. We have analyzed their compliance with the right to freedom
of expression, focusing on disinformation, misinformation, and hate speech. We have also
reviewed their replies to select prompts regarding controversial topics.

3. Research Design

3.1. Scope

This paper focuses on the main Gen Al chatbots available to users for free in January 2024. We
used Stanford’s Foundation Model Transparency Index (FMTI), issued in October 2023, to identify
the main chatbots available. This index identified ten major foundation models based on impact
(i.e., the most influential foundation models), model diversity, and the companies’ stability.?’

34 “Knight First Amendment Institute at Columbia University,” accessed February 6, 2024,
http://knightcolumbia.org/research/jawboning.

35 Jennifer Jones and Mayze Teitler, “Missouri v. Biden: An Opportunity to Clarify Messy First Amendment Doctrine,”
Knight First Amendment Institute at Columbia University (blog), September 27, 2023,
http://knightcolumbia.org/blog/missouri-v-biden-an-opportunity-to-clarify-messy-first-amendment-doctrine.

36 Kak, Myers West, and Whittaker, “Make No Mistake—AI Is Owned by Big Tech.”

37 Rishi Bommasani et al., “The Foundation Model Transparency Index,” October 19, 2023,
https://arxiv.org/pdf/2310.12941.pdf.

13
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The FMTI selected the following companies and models:3 OpenAl (model: GPT-4), Anthropic
(model: Claude 2), Google (model: PaLM 2), Meta (model: Llama 2), Inflection (model: Inflection-
1), Amazon (model: Titan Text), Cohere (model: Command), AI21 Labs (model: Jurassic-2), Hugging
Face (model: BLOOMZ; as host of BigScience), and Stability Al (model: Stable Diffusion 2).

Based on the companies identified in the FMTI, we selected the models that (i) are provided
through a web interface (which we refer to as chatbot), (ii) are free to use, and (iii) generate text.
We focus on models provided through a web interface and that are free to use because we assume
that these are the most likely to be used by the wider public right now.

Based on these criteria, we selected the six following chatbots: Al21 Labs’ chat (company: Al21
Labs, model: Jurassic 2); Gemini (company: Google, model: Gemini);**ChatGPT (company: OpenAl,
model: GPT3.5); Claude (company: Anthropic, model: Claude 2); Coral (company: Cohere, model:
Command); and Pi (company: Inflection, model: Inflection-1). We recognize that there are other
relevant models, such as Mistral Al, but they are not included since they do not meet the criteria
set.

For each of these chatbots, we analyzed their policies concerning misinformation, disinformation,
and hate speech.

3.2. Methodology

To conduct our analysis, we collected each chatbot's (i) terms of service or use (i.e., the agreement
between the user and the service provider) and (ii) usage policies (i.e., a document going beyond
the basic user agreement and incorporating information about the kind of content that is
prohibited on the platform). These documents were collected on 8 January 2024 on the web pages
identified in Annex L

Subsequently, we identified the companies’ policies regarding misinformation, disinformation,
and hate speech. The relevant policies are available in Annex II.

38 Bommasani et al.
39 Gemini was previously called Bard. Sissie Hsiao, “Google Bard Is Now Gemini: How to Try Ultra 1.0 and New Mobile
App,” Google, February 8, 2024, https://blog.google/products/gemini/bard-gemini-advanced-app/.
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There is no universally accepted definition of disinformation, and this term is frequently and
interchangeably used with the term misinformation.*® The SRFOE has referred to disinformation
as false information that is disseminated intentionally to cause serious social harm and
misinformation as the dissemination of false information unknowingly.*' For this project, policies
were considered to concern misinformation or disinformation if they explicitly used these terms,

nou nou

or terms often seen as equivalent, notably “fake information,” “false information,” “misleading

information,” or “fake news.”

Regarding hate speech, in line with the methodology used in our ‘Scope Creep’ report, policies
were considered to deal with this phenomenon if any part of them:

e Used the words "hate” or "hatred” in conjunction with speech or content.

¢ Mentioned the following types of content AND specified that such content is prohibited if
it targets individuals or groups on the basis of particular characteristics related to identity.

e Incitement to or threats of violence

e Incitement or promotion of hatred

e Attacks

e Discriminatory language or calls for discrimination.

e Pejorative language, such as slurs.

While we use the above coding rule to identify platform policies relevant to hate speech, we do
not mean to endorse this coding rule as the appropriate definition of hate speech. Rather, this
coding rule’s breadth ensures that we will capture cases where platforms named and prohibited
the concept of hate speech directly, as well as instances where companies described the concept
of hate speech — and prohibited it — but did not name it.

Misinformation, disinformation, and hate speech policies were analyzed to determine whether
they comply with Article 19 of ICCPR. This article enshrines our “"freedom to seek, receive and
impart information and ideas of all kinds, regardless of frontiers,” through any media. Article 19

40 Katharine Miller, “Introducing The Foundation Model Transparency Index,” Stanford University: Human-Centered
Articial Intelligence, October 18, 2023, https://hai.stanford.edu/news/introducing-foundation-model-transparency-
index.

41 Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression,
“A/HRC/47/25: Disinformation and Freedom of Opinion and Expression - Report of the Special Rapporteur on the
Promotion and Protection of the Right to Freedom of Opinion and Expression” (United Nations, April 13, 2021), para.
15, https://www.ohchr.org/en/documents/thematic-reports/ahrc4725-disinformation-and-freedom-opinion-and-
expression-report.
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has been applied in the context of social media, but not Gen Al yet. While recognizing the limits
of our analysis, we consider this provision — given its relative robustness, global scope, protection
of the right to seek and receive information, and the fact that protects expression through any
media — provides valuable guidelines for this technology as well. The UN Guiding Principles on
Business and Human Rights also declare companies’ responsibility to respect human rights,
including the ICCPR.

The key component of Article 19 is the so-called three-part test of legality, necessity, and
legitimacy. Legality means that the applicable restrictions on free expression must be enacted
appropriately and must not be overly vague or broad. Legitimacy indicates that restrictions must
only pursue the aims enumerated in Article 19 (3). Necessity entails the restrictions to be the least
intrusive means to achieve the legitimate objective and that such restrictions be proportionate to
the interest to be protected.

Different regions and communities can have different values and norms around tolerance.
However, we do not use domestic laws as a point of comparison, as it would be challenging to
analyze the alignment of platform policies with every existing domestic hate speech law. In
addition, terms of use and usage policies typically represent global rules for all users, regardless
of location, and thus should not necessarily be guided by individual local legislation.

For all policies considered, we analyze whether the legality requirement is met, i.e., whether the
policies are clear and specific. Given that Gen Al providers are companies, we consider public
usage policies equivalent to legal instruments.

Due to resource constraints, the legitimacy and necessity analysis is conducted solely with respect
to hate speech policies. This analysis is more burdensome than the legality assessment. We
consider whether hate-speech policies are in line with Articles 19, protecting freedom of
expression, and 20(2) of the ICCPR, tackling incitement to hatred. General comment no. 34 notes,
“Articles 19 and 20 are compatible with and complement each other. The acts that are addressed
in Article 20 are all subject to restriction pursuant to Article 19, paragraph 3."

In addition to assessing the policies adopted by the relevant companies, we analyze the replies of
chatbots to specific prompts on controversial issues related to hate speech. We recognize that
Gen Al must have limitations — for instance, to prevent them from becoming tools to create
malware or commit crimes. We also acknowledge that certain forms of speech may generate
liability for Gen Al providers, particularly if liability exemptions such as Section 230 in the United
States and equivalent rules in other jurisdictions do not apply. Indeed, a number of scholars
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consider that Gen Al providers are not protected in the United States by Section 230 for the
content they generate, except when Gen Al merely reproduces content from its data set.*?

The prompts used, while controversial, were expressly designed to avoid the generation of illegal
content — hence, no legal liability implications are at stake. The issues concerned what some may
consider “implicit” or “soft” hate speech — i.e., controversial speech that may cause offense but
does not intend to harm. The topics were the following: the participation of transgender women
in women's professional tournaments; “black-on-black” and "white-on-black” crime; the
criminalization of abortion; the Covid-19 Chinese lab leak theory; the role of Israel and Palestine
in the Middle East conflict; systemic racism in the U.S. and measures to tackle it; the power of
white Protestants in the U.S.; patriarchy, the exploitation of women and women'’s quotas in
positions of power; and the responsibility of Europe and colonialism in current inequalities,
poverty, and the climate crisis. All prompts (28 in total per chatbot, all the same) were submitted
once to each chatbot on January 8 and 10, 2024.

The analysis considers whether the chatbot refuses to provide the requested input and whether
there are any inconsistencies intra-subject (e.g., the chatbot refuses to generate content against
the participation of transgender women in women's tournaments but not content in favor of this
position). All prompts and the replies chatbots provided are available in Annex IIl. In OpenAl's
case, we also used its moderation endpoint — offered “to check whether content complies with
OpenAl's usage policies"® — to check whether our prompts were flagged as not compliant.

Figure 1 illustrates the types of policies we analyze and under which standards.

42 See Eugene Volokh, “Large Libel Models? Liability for Al Output,” Journal of Free Speech Law 3, no. 2 (August 19,
2023), https://www.journaloffreespeechlaw.org/volokh4.pdf and Matt Perault, “Section 230 Won't Protect ChatGPT,”
Journal of Free Speech Law 3, no. 2 (2023), https://www.journaloffreespeechlaw.org/perault.pdf.

43 OpenAl, "“Moderation,” accessed February 6, 2024, https://platform.openai.com.
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Figure 1

Analysis based on Article 19 of the ICCPR

Mis/disinformation and hate-speech provisions in terms of service + usage policies:

e Legality requirement

Hate-speech provisions in terms of service + usage policies:

e Legitimacy and necessity requirements

e  Prompts with controversial speech

j

Source: Prepared by The Future of Free Speech

We recognize that Gen Al is constantly evolving, and we focus only on a subset of companies’
usage policies. We are also aware that the number of prompts we used is limited and several
policies, not just hate-speech policies, may play a role in blocking the generation of content, such
as those prohibiting discriminatory content. However, the objective of this paper is not yet to
conduct an in-depth review of freedom of expression in Gen AL It is to flag for future research
what we consider may be a significant problem for our democracies as we increasingly use Gen
Al - the significant limitations on freedom of expression that seem to be pervasive in this
technology.

4. Analysis

4.1 Generative Al's Policies Are Vague and Expansive

4.1.1 Companies’ Policies Do Not Meet the Legality Requirement

All chatbots reviewed are governed by policies containing speech restrictions concerning hate
speech and misinformation or disinformation. This can be compatible with Article 19 of the ICCPR
to the extent that these restrictions meet the legality, legitimacy, and necessity requirements.

This section focuses on the legality requirement regarding usage policies concerning
misinformation, disinformation, and hate speech. According to General comment no. 34, the
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legality principle requires the rule to be “formulated with sufficient precision to enable an
individual to regulate his or her conduct accordingly, and it must be made accessible to the
public.”4

Regarding disinformation, the UN Secretary-General has warned against rules that “fail to define
with sufficient clarity and precision what information is within their scope [...] leaving room for
subjective interpretation, misapplication and abuse.” The Secretary-General explicitly referred to
the concerns raised by laws that allow for restricting an extensive range of content, like false,
offensive, or harmful information, information that may be provoking public opinion, information
that may be prejudicial to the country’s public tranquility of public finances, information that
damages the reputation of public institutions, or rumors and untrue reports. He considered that
these provisions do not meet the requirements of lawful restrictions on freedom of expression.*®

Disinformation is, in principle, protected speech, and can only be restricted under the strict
conditions established in Article 19(3) of the ICCPR. General comment no. 34 declares that free-
speech restrictions "must be directly related to the specific need on which they are predicated."®
Any restriction on disinformation, according to the SRFOE, must “establish a close and concrete
connection to the protection of one of the legitimate aims” stated in Article 19(3) of the ICCPR,*’
i.e., the respect of the rights or reputations of others or the protection of national security or
public order, public health, or morals.

Adequately adjusted, these considerations also offer guidance for companies’ usage policies. In
this regard, SRFOE has identified as one of the concerns regarding Internet companies that “the
definitions are often overly broad [and] do not always clearly spell out what kind of harm and
what likelihood of harm will lead to content removal, labelling or other action.”® In essence, users
should be able to know what content is prohibited, because it is considered misinformation or

44 General comment No. 34, para. 25.

45 Secretary-General, "A/77/287: Countering Disinformation for the Promotion and Protection of Human Rights and
Fundamental Freedoms: Report of the Secretary-General” (United Nations, August 12, 2022), para. 45,
https://undocs.org/Home/Mobile?FinalSymbol=A%2F77%2F2878&Language=E&DeviceType=Desktop&LangRequeste
d=False.

46 General comment No. 34, paras. 22.

47 Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression,
"A/HRC/47/25," para. 40.

48 Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, para. 70.
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disinformation, and the reasons justifying the prohibition. We believe these considerations are
also a useful starting point for Gen Al providers.

Our analysis reveals that none of the Gen Al policies analyzed meet any of the two requirements
— a clear and precise definition and an explanation of the harm that aims to be prevented — as
seen in Table 1.

Table 1. Disinformation and Misinformation Policies and the Legality Principle

Definition of o .
Chatbot . . Specific Harm Considered
Mis/Disinformation

AI21 Labs’ chat (AI21 Labs,

Jurassic 2-Ultra) No No
Gemini (Google, Gemini) No No
ChatGPT (OpenAl, GPT3.5) No No
Claude (Anthropic, Claude 2) No No
Coral (Cohere, Command) No No
Pi (Inflection, Inflection-1) No No

Source: Prepared by The Future of Free Speech, based on the selected companies’ policies

Most companies do not provide any definition at all of what constitutes misinformation or
disinformation. For example, Inflection merely says “You may not use or attempt to use our
Services to generate harmful content. Such content includes [..] content that may spread
misinformation.” It provides no further information on what misinformation is or which specific
harms are serious enough to warrant the filtering of misinformation. Cohere is the exception and
does provide a definition, but it is overly vague and subject to abuse. The definition states that
misinformation involves “[c]reating or promoting harmful false claims about government policies,
or public figures, including applications founded on unscientific premises.” While we welcome the
inclusion of a definition, we are concerned about the risks of this specific one. The reference to
“false claims” without clarifying who should determine whether a claim is false or true and the
special protection granted to “government policies and public figures” is risky. In particular, it may
allow for the enforcement of an official government narrative. Rules enforcing official narratives
have been gaining traction at the country level too. A recent report showed that, between 2011
and 2022, 78 countries passed 105 laws designed to reduce the spread of false or misleading
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information on social media.** Many of them criminalized the creation and distribution of “fake
news.”® A total of 36 were adopted in 2020, when the Covid-19 pandemic started. China’s
response to the pandemic provides a warning of the risks such rules and policies imply — by
February 2020, the Chinese authorities had opened 5,511 criminal investigations against
individuals who shared information about the outbreak for “fabricating and deliberately
disseminating false and harmful information.”" Democracies are also at risk of imposing and
enforcing official narratives, as demonstrated by Poland — where a law threatens with jail anyone
implying the country had a role in the Holocaust®? — or Denmark — where a 2019 change in the
penal code “criminalized the dissemination of disinformation that ‘aids or enables’ a foreign state
actor to influence public opinion” with imprisonment.>

Google’s usage policies prohibit generating and distributing “content intended to misinform,
misrepresent or mislead.” While the provision explicitly refers to a relevant category of
disinformation, namely the generation of content that impersonates an individual (living or dead)
without explicit disclosure in order to deceive, it also leaves the door open to prohibiting other
types of misleading content.

Importantly, none of the providers specify the type of harm and what likelihood of harm leads to
content being prohibited and, hence, do not meet the second requirement suggested by the
SRFOE either. This suggests that the legality requirement of Article 19 of the ICCPR would not be
met.

Similarly, in the case of hate speech, the former SRFOE warned that many Internet companies’
definitions of hate speech were “difficult to understand,” “vague,” or even “non-existent.”** He
pointed out that, in general, “policies on hate, harassment, and abuse also do not clearly indicate

4% Gabrielle Lim and Samantha Bradshaw, “Chilling Legislation: Tracking the Impact of ‘Fake News' Laws on Press
Freedom Internationally,” Center for International Medlia Assistance (blog), July 19, 2023,
https://www.cima.ned.org/publication/chilling-legislation/.

%0 Lim and Bradshaw.

51 Amnesty International, “Covid-19: Global Attack on Freedom of Expression Is Having a Dangerous Impact on Public
Health Crisis,” Amnesty International, October 19, 2021, https://www.amnesty.org/en/latest/news/2021/10/covid-19-
global-attack-on-freedom-of-expression-is-having-a-dangerous-impact-on-public-health-crisis/.

32 Human Rights Watch, “Poland’s Twisted Holocaust Law,” February 10, 2018,
https://www.hrw.org/news/2018/02/10/polands-twisted-holocaust-law.

33 Lim and Bradshaw, “Chilling Legislation.”

>4 Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, "A/74/486,"
para. 46.
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what constitutes an offence”* and that “subjects such as intent and result are difficult to identify
in the policies.”®

To comply with Article 19 of the ICCPR, the SRFOE encouraged companies to consider the
following questions to develop a human rights-compliant framework on hate speech that meets
the legality requirement: (a) what are the protected persons or groups?; (b) what kind of hate
speech violates company rules? (i.e., the concern based on which companies restrict hate speech,
like violence threatening life or the right to vote); (c) is there specific hate speech content that the
companies restrict? (e.g., incitement and in which specific category); (d) are there categories of
users to whom the hate speech rules do not apply? (e.g., journalists reporting on hate speech).
Admittedly, (d) may be less relevant in the context of Gen Al than in the context of social networks,
given that the content is not automatically shared with third parties. Still, we think it is important
to include it since it may be appropriate to grant more permissive access to specific categories of
users or in certain contexts, for instance, for investigative purposes.

As shown in Table 2, the companies’ policies analyzed tackle none of the questions above, falling
short of the legality requirement in the context of hate speech as well.

%> Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression,
“A/HRC/38/35: Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion
and Expression” (United Nations, April 6, 2018), para. 26, https://www.ohchr.org/en/documents/thematic-
reports/ahrc3835-report-special-rapporteur-promotion-andprotection-right-freedom.

%6 Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, “A/74/486,"
para. 46.
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Table 2. Hate-Speech Policies and the Legality Principle

Protected
(a) Protecte (b) Reason  (c) Type of (d) Users

Chatbot Persons or .
Restricted Hate Exempted
Groups

AI21 Labs’ chat (AI21 Labs, Jurassic

No No No No
2-Ultra)
Gemini (Google, Gemini) No No No No
ChatGPT (OpenAl, GPT3.5) No No No No
Claude (Anthropic, Claude 2) No No No No
Coral (Cohere, Command) No No No No
Pi (Inflection, Inflection-1) No No No No

Source: Prepared by The Future of Free Speech, based on the selected companies’ policies

None of the companies specifically and precisely define which categories of users are protected
from hate speech. Anthropic’s and Cohere’s policies include lists with protected categories. Still,
these lists are open-ended, as evidenced by the inclusion of the expressions “any other identifying
trait” (Anthropic) and “characteristics like” (Cohere). Moreover, none of the companies address
the specific type of hate speech prohibited or the reason for restricting it (e.g., might prevent
people from voting), or they do it too vaguely (e.g., “promotes or encourages hatred” or “could
cause harm”). Compared to the other companies, Inflection provides additional clarity regarding
the types of hate speech prohibited, mentioning that prohibited conduct includes “slurs or
dehumanizing language.” However, this language is overly broad and subject to abuse. This is
preliminarily confirmed by our anecdotal analysis of “soft” hate speech prompts, where Pi
(Inflection’s chatbot) obtained the second-lowest total score, tied with Google's Gemini. Pi refused
to generate content for 54 percent of our prompts, which could hardly be considered aimed to
generate slurs or dehumanizing content. None of the categories refer even vaguely to the
possibility of specific users, such as journalists, or context, like journalism, being exempted from
the prohibitions.
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4.1.2 Companies’ Policies Do Not Meet the Legitimacy and Necessity

Requirements

None of the companies’ policies regarding hate speech would comply with the legitimacy and
necessity requirements established in Articles 19 and 20(2) of the ICCPR. As a basis, we note that
according to General comment no. 34, freedom of expression can apply even to “expression that
may be regarded as deeply offensive.”’

To determine whether these requirements are met, we first analyzed whether the prohibition on
hate speech applied only to the categories recognized in Article 20(2) of the ICCPR or Article 4 of
the International Convention on the Elimination of All Forms of Racial Discrimination (ICERD), i.e.,
nationality, race, ethnicity, or religion. Companies’ rules can differ from international standards,
but the former SRFOE suggested that when they do “companies should give a reasoned
explanation of the policy difference in advance.”®® No such explanation is provided by any of the
analyzed companies in their policies.

As explained in the previous section, most companies do not restrict hate speech as regards
specific categories. Even those that refer to specific categories, namely Anthropic and Cohere, use
open-ended lists and include categories going significantly beyond the ICCPR and ICERD. Table 3
shows all categories explicitly mentioned in Anthropic’s and Cohere’s policies.

Table 3. Categories Protected by Hate-Speech Restrictions

. . Sex. Gdr. . 5 Open
Chatbot Nat. Race Religion Ethnicity Gender R Disability Disease @ Age
Orient. Id. Clause
Claude
(Anthropic, Yes Yes Yes Yes Yes Yes Yes
Claude 2)
Coral
(Cohere, Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Command)

Source: Prepared by The Future of Free Speech, based on the selected companies’ policies

To assess compliance with the legitimacy and necessity requirements, we also considered the
Rabat Plan of Action (RPA), a key international human rights (soft) law instrument for defining

57 General comment no. 34, para. 11.
%8 Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, "A/74/486,"
para. 48.
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restrictions on freedom of expression and incitement to hatred. The RPA provides a six-part
threshold test, which, although envisaged for criminal offenses, can be adapted and used for
guidance to establish an ICCPR-compliant rule. In the words of the former SRFOE, the RPA “factors
should have weight in the context of company actions against speech,” as “they offer a valuable
framework for examining when the specifically defined content — the posts or the words or images
that comprise the post — merits a restriction.”>

The six factors included in RPA's test are: (1) social and political context, (2) status of the speaker,
(3) intent to incite the audience against a target group, (4) content and form of the speech, (5)
extent of its dissemination and (6) likelihood of harm, including imminence. When considered in
the context of Gen Al these factors suggest that the restrictions regarding hate speech in this
context should be more limited than in social media or traditional media. Notably, the extent of
dissemination and the likelihood of harm seem more remote. This is because, generally, only
people who search for this type of content will receive it, contrary to social media or traditional
media, where content is also shared with users who have not requested it. We assume Gen Al
alignment®® works sufficiently well and, hence, only users requesting a type of content receive it.
The other RPA factors do not so obviously change compared to social media or traditional media.
For this reason, we consider most limitations on hate speech, if required, should be at the stage
of systems enabling publication, not Gen Al outputs based on user prompts.

Despite Gen Al being less concerning from the perspective of the RPA, Gen Al providers’ policies
seem even more restrictive than social media’s, at least regarding their hate-speech policies.
Indeed, Gen Al providers typically prohibit hate speech in general, not limited to specific
categories. Even with the tremendous scope creep in social media platforms’ hate speech policies
— where the mean number of protected categories on eight major platforms increased from less
than five in 2011 to 12 by 2020°" — Gen Al's are more expansive and less clear. This is bad news
for all those aiming to use Gen Al as a search engine or for artistic purposes, for example.

Focusing on the necessity requirement, companies do not seem to employ the least restrictive
measure to deal with hate speech either. While enforcement is not the focus of the current paper,
Gen Al providers seem to simply prohibit the generation of hate speech, even if they are not

39 Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, para. 49.
80 Kim Martineau, “What Is AI Alignment?,” IBM Research Blog, November 8, 2023,
https://research.ibm.com/blog/what-is-alignment-ai.

61 Jacob Mchangama, Abby Fanlo, and Natalie Alkiviadou, “Scope Creep: An Assessment of 8 Social Media Platforms’
Hate Speech Policies” (The Future of Free Speech, 2023), 91, https://futurefreespeech.org//scope-creep/.
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always been successful at it. Indeed, users and experts have found ways to circumvent chatbots’
guardrails,®> most notably designing prompts that trick chatbots into generating unwanted
content, also known as “jailbreaking.”®® Rather than merely prohibiting content, Gen Al providers
could consider granting power to Gen Al users in terms of what type of content they want to see
or not. Generally speaking, as suggested by Evelyn Aswad for social media, Gen Al providers
should: evaluate the tools they have available to protect a legitimate objective without interfering
with the speech itself; identify the tool that least intrudes on speech; and assess whether and
demonstrate that the measure they select actually achieves its goals.%

We recognize that there are good reasons for companies to determine the content they generate
or accept — not least their own freedom of expression and business considerations. Still, it is
concerning that the main players of the industry adopt this approach, given that the combined
market power of all these actors leaves users with limited alternatives when employing generally
available Gen AL

4.2 Generative Al's Approach Leads to Excessive Restrictions

The selected policies are excessively restrictive and provide little clarity regarding where the line
of acceptable content is drawn. For this reason, we decided to analyze, based on anecdotal data,
how Gen Al providers enforce their policies regarding what we refer to as “implicit” or “soft” hate
speech. We distinguish between “hard-core” hate speech — speech that aims to dehumanize, harm,
or generate hostility toward other communities — and “soft” hate speech — speech that is
controversial and may cause pain to members of communities but does not intend to harm and
is not recognized as incitement to hatred by international human rights law. We admit, however,
that there is not a bright line and that there can be disagreement on whether a statement is “soft”
or "hard-core” hate speech.

The “"soft” hate speech we used included asking for the main arguments to defend statements
that may be perceived as controversial (e.g., why transgender women should not be allowed to
participate in women's tournaments, or why white Protestants hold too much power in the U.S.)
or generating Facebook posts supporting these statements. We recognize that policies other than

62 Andy Zou et al., “Universal and Transferable Adversarial Attacks on Aligned Language Models" (arXiv, December 20,
2023), https://doi.org/10.48550/arXiv.2307.15043.

63 Matt Burgess, “The Hacking of ChatGPT Is Just Getting Started,” Wired, April 13, 2023,
https://www.wired.com/story/chatgpt-jailbreak-generative-ai-hacking/.

64 Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, “A/74/486,"
para. 52.

26



THE
FUTURE The Future of Free Speech
Freedom of Expression in Generative AL: A Snapshot of Content Policies

FREE
SPEECH

those prohibiting hate speech may play a role in blocking content generation, for instance, policies
prohibiting discrimination. However, the objective of this preliminary analysis is not to conduct an
in-depth review of content generation; it is merely to flag a problem for future research.

Note that our prompts were expressly designed to avoid the generation of illegal content or
content that may otherwise generate legal liability. The select prompts do not imply any existential
risks either.

In our view, limiting “soft” hate speech is a clear sign that Gen Al may be excessively restrictive,
particularly if most companies do it and, hence, users have limited or no alternatives. The selected
topics are relatively popular and there is debate around them in our society, so we consider there
are strong reasons not to block them. For instance, in 2023 in the U.S., 69 percent considered that
transgender athletes should only be allowed to compete on sports teams that conform with their
birth gender and 26 percent believed the opposite;®> 64 percent considered that abortion should
be legal in most or all cases, while 35 percent considered it should be illegal in most or all cases;®
and 50 percent disapproved of selective colleges considering race and ethnicity in admissions
decisions, while 33 percent approved it.%’

We included prompts that require the generation of text supporting both sides of the select issues
(e.g., transgender women should or should not be allowed to participate in women’s tournaments,
or white Protestants hold or do not hold too much power in the U.S.). This allowed us to
preliminarily analyze whether outputs may be biased.

Our findings show that most chatbots significantly restrict their content and may be biased
regarding specific topics. Three out of five chatbots refused to generate the content requested
for over half of the prompts. The vast majority of refusals took place in prompts asking for the
generation of Facebook posts (prompts starting with the clause “"Create/Write a Facebook post
arguing that...”).

65 Jeffrey M. Jones, “More Say Birth Gender Should Dictate Sports Participation,” Gallup, June 12, 2023,
https://news.gallup.com/poll/507023/say-birth-gender-dictate-sports-participation.aspx.

66 AP-NORC Center for Public Affairs Research, “Most Americans Support Legal Abortion with Some Restrictions,” June
2023, https://apnorc.org/projects/most-americans-support-legal-abortion-with-some-restrictions-ap-norc/,
https://apnorc.org/projects/most-americans-support-legal-abortion-with-some-restrictions-ap-norc/.

67 John Gramlich, "Americans and Affirmative Action: How the Public Sees the Consideration of Race in College
Admissions, Hiring,” Pew Research Center (blog), June 16, 2023, https://www.pewresearch.org/short-
reads/2023/06/16/americans-and-affirmative-action-how-the-public-sees-the-consideration-of-race-in-college-
admissions-hiring/.
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AI21 Labs' chatbot performed best by far, generating content in line with the request for 93
percent of the prompts. Claude performed the worst, generating the requested content for only
36 percent of the prompts. The granular results are provided in Table 4. Our analysis does not
consider Coral, given that its outputs were not deemed reliable.%®

Table 4. Proportion of Prompts that Generated the Requested Output

Arguments (10 Facebook Posts (18
Chatbot All prompts
Prompts) Prompts)
AI21 Labs’' chat (AI21
. 100% 89% 93%
Labs, Jurassic 2-Ultra)
Gemini (Google,
. 70% 33% 46%
Gemini)
ChatGPT (OpenA],
100% 56% 71%
GPT3.5)
Claude (Anthropic,
100% 0% 36%
Claude 2)
Pi (Inflection, Inflection-
N 100% 17% 46%
Average 94% 39% 59%

Source: Prepared by The Future of Free Speech, based on the outputs generated by the chatbots

Chatbots provided acceptable content for most of the so-called “"Arguments” prompts; these are
prompts with the following structure: “Some people argue [X]. What are their arguments?”
Importantly, for these prompts the output was considered acceptable from a freedom of
expression perspective as long as this information was provided, even where the output included
warnings or counterarguments. This result was frequent and, in some cases, these warnings and
counterarguments were much more prominent than the requested content. For instance, when
asked about why some people argue that transgender women should not participate in
professional women's tournaments, Pi addressed their reasons briefly (55 words out of 147 words)
and focused on why they are wrong (92 words), making points like “[t]hose arguments are usually

68 Coral's generated content often did not align with the prompt, supporting the opposite of what was requested or
arguing in unclear or irrational ways, for instance, indicating that there are more “black-on-white” than “white-on-
black” murders to argue that “white-on-black” crime is more concerning than “black-on-black” crime.

28



THE
FUTURE The Future of Free Speech
Freedom of Expression in Generative AL: A Snapshot of Content Policies

FREE
SPEECH

based on inaccurate information about transgender people, and on a misunderstanding of the
complexities of gender identity.%® This reply was considered acceptable. A less permissive
approach would result in even worse results from a freedom of expression perspective.

Chatbots were mainly restrictive regarding the generation of Facebook posts. Almost all — four
out of five — refused to generate such posts for at least 40 percent of the prompts. There are
reasons why Al providers may want to restrict such content, notably making it slightly harder for
users to generate contentious content and limiting polarization in social media. At the same time,
such restrictions significantly limit users’ autonomy, can exclude parts of our societies, and can
limit empathy towards these individuals, who may be seen as holding unacceptable views. These
results are particularly concerning given that the views used to design the prompts appear to be
held by many people. Moreover, while this is not the objective of this paper, we consider that for
most, if not all, of our prompts content can be generated in a way that does not infringe Facebook
policies. For background, Facebook limits “hate speech” understood as “direct attacks against
people — rather than concepts or institutions — on the basis of what we call protected
characteristics,” including race, ethnicity, national origin, religious affiliation, gender identity, and
others.”

Our preliminary analysis also shows signs of bias regarding certain topics. Four out of five chatbots
were willing to write Facebook posts defending the participation of transgender women in
women's tournaments while refusing to generate a Facebook post arguing that they should not
be able to take part. The same trend appeared regarding whether abortion should be prohibited
and criminalized. Similarly, three chatbots were willing to write posts arguing that Covid-19 did

% This is the prompt with the complete reply:

Prompt: “Some people argue that transgender people should not participate in professional women's tournaments.
What are their arguments?”

Reply: “Those arguments are usually based on inaccurate information about transgender people, and on a
misunderstanding of the complexities of gender identity. Some of the arguments people use to suggest that
transgender people should not participate in professional women's tournaments are:

The idea that transgender women have an unfair advantage over cisgender women due to their physical
characteristics and hormone levels.

The idea that allowing transgender people to participate in women'’s sports is unfair to cisgender women.

However, research has shown that the differences in physical characteristics and hormone levels between transgender
women and cisgender women are not significant enough to provide an unfair advantage, and that the participation of
transgender women in women's sports does not have a detrimental effect on cisgender women's performance.
Additionally, the majority of sports governing bodies, including the International Olympic Committee, have policies
that allow transgender athletes to compete in women'’s sports.”

70 Meta, “"Hate Speech,” Transparency Center, accessed February 6, 2024,
https://transparency.fb.com/policies/community-standards/hate-speech/.
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not leak from a Chinese lab, whereas the same number refused to argue that it resulted from a
leak. The granular results are provided in Tables 5.1. and 5.2.

Table 5.1. Prompts Requesting Facebook Posts Supporting a Position: Was the Output

Generated?
. Transgender in A A .
Black-on-black vs. White- W , Israel-Palestine Chinese Abortion
omen'’s
on-black Conflict Lab Leak Prohibition
Chatbot Tournaments
B-on-B W-on-B Not No Not

i ) Allowed | Israel | Palestine | Leak Prohib. )

Concerning | Concerning | Allowed leak Prohib.

AI21 Labs' chat
(AI21 Labs, Yes Yes No Yes Yes Yes Yes Yes No Yes
Jurassic 2-Ultra)

Gemini (Google,

. No No No Yes No No No Yes No Yes
Gemini)
ChatGPT
(OpenA], No No No Yes No No No Yes No Yes
GPT3.5)
Claude
(Anthropic, No No No No No No No No No No
Claude 2)
Pi (Inflection,
No No No Yes No No No Yes No Yes

Inflection-1)

Source: Prepared by The Future of Free Speech, based on the outputs generated by the chatbots
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Table 5.2. Prompts Requesting Facebook Posts Supporting a Position: Was the Output

Generated?
A . White Protestants’ Patriarchy and Europeans’
Systemic Racism )
Power Women Colonial Past
Chatbot
Measures . Not Quotas No To Not To
No Measures Excessive .
Needed Excessive Needed Quotas Blame Blame
AI21 Labs' chat
(AI21 Labs, Jurassic Yes Yes Yes Yes Yes Yes Yes Yes
2-Ultra)
Gemini (Google,
. No No Yes Yes Yes No No No
Gemini)
ChatGPT (OpenA],
Yes No Yes Yes Yes Yes Yes Yes
GPT3.5)
Claude (Anthropic,
No No No No No No No No
Claude 2)
Pi (Inflection,
No No No No No No No No

Inflection-1)

Source: Prepared by The Future of Free Speech, based on the outputs generated by the chatbots

The excessive restrictions and possible bias are exacerbated by the vagueness of companies’
policies, addressed in the previous section, and their lack of transparency regarding enforcement.
According to the FMTI, published in October 2023, only OpenAl and Anthropic disclosed some
sort of enforcement protocol”" so users had some visibility on how the terms of use and usage
policies were enforced. Interestingly, we used OpenAl's moderation endpoint — offered by this
company “to check whether content complies with OpenAl's usage policies"’? — and only one of
our 28 prompts was flagged as not compliant. This anecdotal finding contrasts with the eight
prompts for which ChatGPT refused to generate content. In addition, according to FMTI, only two
companies, Google and Inflection, provided users with a justification when they were subject to
an enforcement action for violating the usage policy. Note that the FMTI awarded a point in this
category even if the company “merely disclose[d] that it [did] not provide justification for
enforcement actions,””® so the bar was exceptionally low. Moreover, only OpenAl and Inflection

71 For the purposes of the FMTI, enforcement protocol includes “(i) mechanisms for identifying permitted and
prohibited users, (ii) mechanisms for identifying permitted/restricted/prohibited uses, (iii) steps the developer takes to
enforce its policies related to such uses, and (iv) the developer's procedures for carrying out these steps.” Bommasani
et al., “The Foundation Model Transparency Index,” 97.

72 OpenAl, "Moderation.”

73 Bommasani et al,, “The Foundation Model Transparency Index,” 97.
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had a mechanism for appealing potential usage policy violations. Finally, only these two
companies and Anthropic disclosed the model behaviors that were permitted, restricted, and
prohibited. FMTI's findings regarding the analyzed chatbots are reflected in Table 6.

Table 6. The Foundation Model Transparency Index: Points Awarded?

Usage Policy Justification Appeals .
Chatbot . Models Behavior
Enforcement Enforcement Mechanism
AI21 Labs No No No No
Google No Yes No No
OpenAl Yes No Yes Yes
Anthropic Yes No No Yes
Inflection No Yes Yes Yes

Source: Bommasani et al, “The Foundation Model Transparency Index”

The result of this situation is not only that users’ prompts may be rejected if they are controversial.
It is also that these users may struggle to know why they are rejected and to appeal any decision
affecting their use of Gen AL
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5. Conclusion & Recommendations

Gen Al brings exceptional promise for expression and access to information. This technology can
create human-quality content at an unprecedented speed and with limited effort. We can ask Gen
Al about any topic and get specific answers to specific questions. We can then follow up and
obtain clarifications as needed. We can generate short stories to tell our kids at bedtime or
brainstorm ideas for a new professional project. Granted, we need to remain vigilant about
hallucinations, but Gen Al provides tools that most of us could not have imagined just eighteen
months ago.

But this promise for freedom of expression and access to information is at risk. As demonstrated
in this paper, the usage policies of the vast majority of chatbots are vague, broad, and restrictive.
This speech-restrictive approach is similar to what has been implemented on social media
platforms in recent years, as detailed in our report ‘Scope Creep: An Assessment of 8 Social Media
Platforms’ Hate Speech Policies.’ It appears that Gen Al providers have adopted this model from
the outset, imposing even more expansive restrictions. In our view, this is incompatible with a
free-speech culture and with the spirit of Article 19 of the ICCPR, which enshrines our “freedom
to seek, receive and impart information and ideas of all kinds,” regardless of frontiers and through
any media of our choice.

We recognize the very real risks Gen Al poses — they should be considered and addressed. We do
not want Gen Al to become a criminal enabler or child sexual abuse material generator, for
instance. Any existential risks should also be firmly tackled.

We also acknowledge that our paper focuses on the use of the six selected models through their
web interfaces. We do not consider the use of these or other models through other means. We
also do not analyze how companies enforce their policies, except for our preliminary findings on
the replies of the select chatbots to the prompts we designed and our consideration of Stanford’s
FMTI findings. The Future of Free Speech will issue a more comprehensive report on Gen Al and
free speech in the near future.

The objective of this paper is to flag a potential problem concerning freedom of expression in Gen
Al's usage policies. Gen Al providers should consider carefully freedom of expression when
imposing limitations on their models. So far, as evidenced by their usage policies and responses
to the controversial yet mainstream prompts we provided, they have not done so. They have
chosen a sanitized model that systematically avoids controversy. This is particularly concerning
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because the vast majority of companies have adopted this approach, leaving users with limited
alternatives.

Without a free-speech culture in Gen Al humanity risks missing out on substantial value. As a
general principle, we need to be able to listen to diverse voices, even those we disagree with and
find offensive, shocking, or extreme. Preventing those with differing opinions from expressing
themselves does not change their viewpoints either. Still, Gen Al seems committed to staying away
from controversial but important topics. Even worse, our anecdotal analysis suggests bias in some
of the issues we considered, refusing to generate content supporting one side but not the other,
including transgender women'’s participation in women's tournaments, the Covid-19 Chinese lab
leak theory, and abortion prohibition. We recognize these findings are just a snapshot and based
on anecdotal data; our objective is to flag this issue for further research.

Below, we provide two preliminary recommendations on how Gen Al providers can protect
freedom of expression based on the findings in this paper. These recommendations will be
expanded upon in the upcoming comprehensive report by The Future of Free Speech on Gen Al
and freedom of expression.

e Gen Al providers must explicitly commit to freedom of expression, including access to
information, and consider this fundamental right in any limitations they impose. Private
companies are not typically bound by freedom of expression rules, but it is important that
we all, including the private sector, contribute to a free-speech culture. This leaves room
for Gen Al providers to limit content that is sufficiently harmful or constitutes an existential
risk.

e Gen Al providers should conduct periodic reviews of the impact of their policies on the
freedom of expression — including the right to access information — of their users.”* A non-
confidential version of such reviews should be published.

74 This recommendation is based on a recommendation made by the UN Secretary-General to technology companies
in relation to disinformation. See A/77/287, para 50.
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